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This informal white paper is the first in Energy Voice’s Xpertise series, in partnership with Katoni 
Engineering. The Xpertise series aims to provide insight into energy sector topics via discussions 
with industry. 

This white paper comes in association with a podcast, released on July 6, in which Katoni’s Greg 
Muir, James Keachie and Ian Kirkwood talked to Energy Voice’s Ed Reed about functional safety. 
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How best should operations in the energy industry be made safe? This is at the heart of 
functional safety, the practice that aims to ensure that automatic safety systems can 
be relied on to work correctly and will continue to do so. Functional safety is part of the 
overall safety of a system. It acts to bring that back to a safe state, should excursions 
from safe operating limits occur. 

The target is to provide the right amount of safety, which can be installed and operated reliably 
for the lifetime of the plant. Those with responsibility for safety systems take reference from IEC 
61511, the founding principal of functional safety. 

Implementing functional safety is not a single, one-time event though. Companies must consider 
the entire lifecycle of the apparatus. When coming to a decision on functional safety, the 
assessment must consider the risk or hazard that is being protected against, what the safety 
system needs to do, the design of the safety system to meet those requirements, installation 

and validation of the safety system design and also 
continuous maintenance and improvement of the system. 

The energy industry faces a number of challenges 
in making this come together as needed. Experts at 
Katoni have highlighted concerns around hazards and 
assessments in the first steps of the practice. Problems 
early on are then baked in, causing next steps to be more 
onerous and more challenging. 

The Piper Alpha disaster of 1988 made people think about the importance of never having such a 
disaster again. Following the Piper Alpha disaster, in which 167 people died, there was a review of 
what had gone wrong and what the processes were. The aim was to get to a point where such an 
incident could never happen again. 

However, subsequent events made it clear that this should be an ongoing concern. 

“We’re trying to get to 
a point where the asset 
is operating as safe as it 
reasonably can be”
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An example, a storage tank is being filled. The liquid can only go to a certain level in the tank 
before it becomes unsafe. When it starts to become too full, an alarm might sound. Should it 
continue to fill, a high-level alarm and trip will kick in to stop the tank filling. This exact type of 
failure actually occurred at the Texas City Refinery in 2005. And again, the Buncefield storage 
explosion and huge fire later that very same year.

Functional safety stands in contrast to inherent safety. Where functional safety requires an active 
system to correctly respond to a detected event, inherent safety removes the possibility of that 
hazardous event occurring. Recognising that it is not possible to remove all risks, functional safety 
attempts to quantify what the risk is, through some sort of calculated logic. There are various 
methods available to do this and depending on the expected consequence, the level of rigour in the 
quantification exercise will change – from qualitative, semi-quantitative to quantitative. The output 

of this quantification allows designers to ensure that 
the protective system they are implementing is reliable 
enough to protect against the identified hazard. 

The area of functional safety also does not look at 
escalated events. Preventing the the first incident from 
occurring stops the knock-on impacts. Functional safety 
aims to disrupt the chain of events that could lead to 
an event such as seen with BP’s Deepwater Horizon 
tragedy in the US Gulf of Mexico. 

March 2005: Texas City Refinery

A classic failure of Functional Safety with tragic consequences including the loss of 15 lives and 
180 injuries. 

After ‘completion’ of a range of turnaround scopes the start-up on the site begun in-spite of 
some safety critical equipment not being fully functional. 

A tower had been filled above agreed standards, which had become a common practice, even 
though safety controls and procedures advised against this. 

A poor quality handover took place between shifts, with inexperienced operators who did not 
understand potential hazards resulting from their actions and from that moment onwards a set 
of events led to the creation of a massive vapour cloud which met its ignition source, a pick-up 
truck parked near to a blowdown stack. The incident had devastating consequences and a range 
of reading is available on this case including initial reports (Mogford and Bonse). 

“The whisky industry 
is further ahead with 
functional safety than a lot 
of people in the oil and gas 
industry”
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Technical talk

The idea is to reduce risks to ALARP – “as low as reasonably practicable”. In the example of the 
tank filling, a demand on the system intervening to stop the flow might only come once a year, or 
once in 100 years. 

The temptation might be to require the highest possible safety rating in all systems. However, over 
engineering safety systems is time consuming and can divert limited resources and waste money. 
If you had an infinite amount of capital, you could remove any risk. 

Working within the limits of reality, the ALARP concept allows engineers to determine what is a 
practical risk reduction for any system based on the consequences of failure. 

Better, then, to differentiate between absolutely critical safety systems. At the highest end of 
reliability is a safety system that might be required to prevent a nuclear meltdown but at the 
lowest end is a simple trip function to protect a basic piece of equipment from damage that would 
pose no environmental or safety risk. 

The first step is working out what is required to go through the functional safety assessment 
process. A company will carry out a Hazard Identification exercise, often by means of a hazard and 
operability study (HAZOP), in order to identify hazards and the safety functions required. There 

can be from 500 to 2,000 Safety Instrumented Systems 
across any given asset. 

To determine the response needed, those involved must 
understand what the risks are and how important it is to 
avoid this outcome. A risk graph will provide quick insights 
to allow engineers to screen out lower level problems. 
These may require a safety system but one that does 
not need to be overly reliable. Then a layer of protection 
analysis (LOPA) or Fault Tree Analysis may be carried out 
for higher-risk problems.

 
These studies allow participants to determine the required reliability of the safety function. This 
reliability is banded into groups know as Safety Integrity Levels (SILs).

The SIL rating, as per IEC 61508, rates risk reduction between 1 and 4 (SIL 1 to 4) with anything 
not requiring a specific reduction categorised as no specific reliability, which is sometimes referred 
to as SIL-0 or SIL-a. 

The higher the SIL level, the lower the allowable probability of dangerous failure on demand, 
which typically categorises systems as the highest risk. Safety functions for most oil and gas 
processes are SIL 1 or 2, with the occasional SIL 3. 

Actions needed to keep operations safe are set out as safety instrumented function (SIF). It 
combines an initiating device, a logic solver and a final element. This allows a problem to be 
detected, analysed and then a response is generated.

“It’s important to get 
these base steps correct, 
because if you head off in 
the wrong direction, it’s 
tantamount to building a 
house with no foundations”
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The response in many instances is an emergency shut down (ESD). This might consist of valves or 
motor control centre trips. 

The robustness of the SIF – and how much redundancy is built into it – will depend on the SIL 
rating. A higher SIL may require more equipment and a more robust approach. Put simply, more 
danger would require more fail safes and the more challenging it is to implement and maintain. 

Uncertainty over how well the SIFs is designed will see a need for systems to be audited. Bearing 
in mind that an offshore oil platform may have 500-2,000 such safety functions, an engineer 
will have to consider each one and determine how systems are operating and what might the 
consequences of failure be. 

Better, then, to get it right the first time around so this work does not need to be repeated. All parts 
of the lifecycle are important. Failure to assess risks correctly early on will lead to unnecessary 
work being commissioned, a waste of time and money. Or alternatively, position the company 
where they believe they are operating at an acceptable risk level and actually their safety systems 
are not robust enough. This gives them a false sense of security and exposes personnel to 
unacceptable risk.

December 2005: Buncefield 

The failings at Buncefield had smaller impact in terms of lives lost than Texas but that 
was mainly due to luck and timing. The case is again well documented and in part was 
caused by the failure of an overfill switch which should have acted to halt a fuel tank 
being filled.

When the switch didn’t act, fuel overflowed and reached an ignition source and the 
resulting fire took days to put out. It seems remarkable that the failure of one switch 
could have such and impact and this is why understanding risk and consequences of 
such an event is critical.
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Accuracy

Getting the right balance in functional safety is important for all participants – but runs the risk of 
getting lost. Operators of an asset have a vested interest in ensuring safety, but the process also 
involves engineering companies and product suppliers, who are at times being driven to implement 
designs at ever reducing margins. The balance is with time and cost against the reliability of the 
safety function, essentially the ALARP demonstration.

Decisions on functional safety involves engineers from a range of different disciplines, in addition 
to commissioning and operations personnel. This diverse cast of characters runs the risk of 
obscuring who is responsible for what. Too many cooks may spoil the broth, but too many cooks 
also fail to understand the overall lifecycle of SIFs and how their input affects different stages. 

Those risks defined at the beginning of the process must be independently clear, rather than 
understood only through the inner workings of one person – or company. Explanations and 
deductions must be recorded in order to allow future readers to understand how decisions were 
taken. 

The operator must be able to replicate this diagnosis later on. If the reasoning is unclear, then 
decisions about how to mitigate and maintain the remedy become hopeless. 

The challenge is to correctly identify the hazard, the 
consequence of the hazard and what a safety system 
needs to protect, in addition to assessing how reliable 
that safety system needs to be. Functional safety must 
look at the whole lifecycle of the safety system. 

The higher the SIL, the higher the costs of designing a 
system and to maintain it. At a time when companies 
are eager to economise, the importance of identifying 
the right SIL is paramount. 

Properly defining the risk early on can lead to positive 
consequences. Accurately judging risks may lead 
an operator to use a lower SIL safety function – and 

therefore be simpler and cheaper. Putting in that initial time and money investment should lead 
to savings later on. The operator will have the knowledge that risks have been reduced to an 
acceptable level and that workers will not be exposed to unnecessarily high risks. 

Spending a bit more time at the beginning, and examining the details a little more closely, can 
help give confidence in the right answer. A high SIL will necessarily cost more so there is a need to 
understand that cost and effort is worthwhile. 

“There is documentation 
out there, which describes 
exactly how you should 
be implementing safety 
functions and how you 
should be evaluating risk. 
It’s just people aren’t 
adhering to the standards”
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Common ground

Improved training will go some way to helping people be more aware of the challenges around 
functional safety. That said, the concept – along with LOPA and SILs – are not new. As a result, the 
industry should be doing better than it is and the same old problems are recurring. 

Different teams carrying out a LOPA study, with the same inputs, all too often come up with 
different answers and understandings of risk. A lack of an agreement on this step throws up 
problems that will increase over the lifespan of an asset. 

The answer must be to improve benchmarks and have better applied examples. A lot of platforms 
are similar to some extent, so there should be no need for radical divergence in understanding a 
given situation. 

While the UK takes a slightly ad hoc approach to this, Norway’s Guideline 070 is far more 
centralised, defining the appropriate SIL for common safety functions (e.g. separator low level). 
Such a rules-based approach can be overly proscriptive but it does have the benefit of creating a 
clearer set of directions for operators and engineers. 

Part of this difficulty lies with those writing the standards, which are not written to be understood 
by all and can be interpreted in different ways. 

Shifting to a more straightforward system, such as in 
Norway, would also reduce the burden on regulators. In 
the UK, the Health and Safety Executive (HSE) must look 
at each situation and question the results of everything. 
Whereas in Norway, companies can testify that this 
requirement has been met. 

Majors working in the North Sea tend to have a firm grasp 
of what is needed, both in terms of industry guidelines 
and following their own operating practices. Such 
companies tend to err on the side of centralised rules and 
repeatable rules. 

Smaller companies face a greater challenge in this regard. These companies often will not have 
the time or money to be able to create their own guidelines and the result can be a fair amount of 
variance. Or they are inheriting assets that may have historically been designed to entirely different 
rule sets. 

One way or another, there is a clear case for firming up the process of how SIS are determined. As 
a first step, companies could share examples of how they’ve reached particularly decisions and 
how they’ve gone about addressing the problem. Such cases do not happen in isolation. 

That is not to say that assessed SILs are permanent. As systems meet the real world, 
shortcomings may well be revealed.

“The application of full 
lifecycle understanding 
is probably lacking and 
that’s largely down to 
retrospectively applying 
specifications to existing 
platforms”
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A number of assets are continually making changes to systems as operational requirements 
change, for instance as the water cut increases and plants get older. Furthermore, understanding 
of risk changes and some additional fixes may be needed to protect against safety events. 

In the application of a safety function, should systematic devices routinely fail, but these lessons 
are not recorded and applied to the database, then the verification and validation of the design 
will be incorrect and incomplete. That is, although designed to meet a specific reliability and 
availability, in practise the equipment installed is not achieving that. 

The question of validating what has come before and updating is an important one, but so too is 
simply ensuring operations and maintenance work is done to a sufficiently high standard. In order 
to ensure systems continue to function, it is imperative that systematic testing is carried out. 

There will always be failures but these are accounted for in the first place. If the way in which 
systems are tested fails to live up to standards, then those original designs can no longer be 
considered to apply. There is an ongoing drive from HSE to ensure companies do carry out rigorous 
testing. 

Technology companies are increasingly keen to push the idea of “big data” as a means to tackle 
these – and it seems every – problem. The challenge though is to get that information in a way that 
is accessible and understandable to existing systems and make it useable. 

Data analytics are useless if the early parts of the functional safety process have been carried out 
incorrectly. So that is a question of the HAZOP study and determining the scenarios. 
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Understanding how to classify risk, and then to get this to as low as reasonably practicable 
(ALARP), allows operators to focus on what is important and what is not. 
Risk assessments must be replicable, recorded and hold up to interrogation. 
Functional safety must look at the entire lifecycle of the protection system.

Jargon box

ALARP: As Low As Reasonably Practicable

HAZOP: Hazard and Operability Study

LOPA: Layers of Protection Analysis

SIL: Safety Integrity Level 

SIF: Safety Instrumented Function 

ESD: Emergency Shut Down
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